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ARTICLE INFO ABSTRACT

In recent years, the attack detection framewock wsed by IoT systems for monitoriog bas be=n
sed to epllact and analyze data related to detecting nzer bebavior, predicting potential attacks,
Tuavised: os Feb zozs and responding in a predetermined maomer. This manuscript introdwees the onovatve muolt-

agent systemn and blockehain (BC) technology to enhance data security and detection capahilities
Accepted: 25 Feb 2025 in an attack The primary data sourees are initially collected from the freely accescible datasst
chtained from the Kaggle platform. The Muoltple Imputation-Chained Equations preprocessing
kandlas missing valnes so that the data's integrity is nat compromised. After praprocassing, the
data is enerypted wsing Polvmaorphic Advanced Eneryption Standard [AES), safeguarding private
information. Then, the encrypted data is safely stared in 2 BC environment using a Proof of Work
[Po'W) machanizm that gnarantess validiy and immutability n recorded data and resistance to
umnawthorized modification. Then, the proposed framework deplowvs the Molti-Scale Channel
Attention Eegidnal Network (ALSC-Att-RecNet), which anahzes the enerypted data for malicians
patterns. To detect introsions, the Clowded Leopard Optimirer (CdL0O) algorithm comtinoally
manitors the network activity with fxed predefined thresbold valoes to identify potential attacks.
The propased methed is simmalated via the Python emvironment. The svaloation metries acrmracy,
false negative rate (FXE]), encryption and decryption time, and Matthew's comelation rate
[MCC) are evaluated thromgh 2 comparative anabysis with existing approaches. The overall
acreracy af gg.o1®, MOC of g7.06%, FNE of z.6a, ET, and DT of 174.7yms are obtzined by the
propassd framewaork.

Feceived: zo0 Dac 2024

Eeywords: Internet of Things, Secure Data Transmission, Mabware Dretection, Blockchain
Technology, Desp Learming, Folymorphic Advanced Eneryption Standard, Consensos
Mechapism.

INTRODUCTION

Internsat of Things (10T) devices are rapidly growing in 2l sectors- health, manunfacturing, smart cities, and homes
[1]. Devices connected are very convenient and fonctienal, allowing uninterrmupted communication and antomation
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INTRODUCTION
Orver the past fiewr decades, the number of intereonnections to metipls things in varions saetors, inchrding bosiness,
homes, and fransportation, has rapidly expanded dwe to the widespread use of the Iotemnet of Things (IoT] [z, 2]
IcT-capable gadgets come o the smallest sizes and messere the temperatese using home appliances osing
mirroeootrollers, sieh ac 29r conditioners, ovens, flat seresns, and large produring apparames [Z]. These devices
transmit data and communicats via the internet with the cloed server for examination. Taking imto apcount that
secority is crucial, Sigmals vsed in wirelsss commumnications are brozdzast in metare 2nd are sent through channels
aceessible to unapproved gadpets or nedes [4, 5], Dwe to the IoT's’ reliznes oo winelsss connectivity and the growing
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Abstract

The development of MIMO-OTFS (Multiple Inprat Muldple Crufpa-Crthozomal Time Frequency
Space) has proven to be a preat breakthroush and a highty viable wavetom for nevi-gererison and
fanmre 5G wirsless compumicaton networks. Howewver, it suffers fom performance degradation
m‘iﬁﬂEm&n@hﬂmMM1mmmﬂmgmgm In
order o overcome these linvmons, this paper proposes an MIV30-based ensemible learning
appreach for detecting sienals in MIVIO-OTFS systems. This approach is hasad oo usimg Modified
Non-Smooth Optimization (M50 for dmensiorality reduction in conjmczon with a mo-lewel
enzemble leaming mods]. At the first level, there are machine leaming classifiers, namely [msar
Fegression, Fandom Forest, Decision Tree, and Support Vector Machine, to detect fature-level
sigmals, and at the second level, there is a Gradient Boosting Bayesian Meural Netwodk (GB-BN)
that leams non-lmeanties in the delay-Doppler domain In erder to fest the system, use a set of 300
sigmals gensmied in MATLAB under Fayleish and Fician fading with 1615, 64-54, and 256258
MDD smactures and 0 to 10 48 SNE. values. The experimenta] findimgs show that the proposed
ensemble model using MINS(0 shows considerable suocess in reducing BER. from 00600 at low
SHE. 1 00030 at high SHE_ In the case of 25§+ 256 MIMO confizurations, the proposed model can
achieve up to 83.33% emor reduction from the maditonal MMSE techmiques. The ablation stady
showis the effectivensss of the M5S0 as well as ensemble techmiques in mproving the detection
acomacy while redocing complexaty. Conclusion: In summary, the proposed Samework is scalable
md robmst and cm provide hish-acowracy detecton sohmions for BSG MIMO-OTFS
CONMiCATOn Sysems.
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{37} Ahstract :

A novel waveform architecture is disclosed that integrates Orthogonal Time Frequency Space (OTFS) modulation with a simplified Generalized Frequency Division
Multiplexing (GFDM) enhancement system to enable robust, spectrally efficient, and Doppler-resilient communication in time-varying wireless channels. The system
maps information symbols onto a delay-Doppler grid with M subcarriers (Doppler hins) and M time slots {delay bins), utilizing inverse symplectic finite Fourier
transform (ISFFT) operations. Rather than complex pulse shaping convolution, the system employs a simplified enhancement approach applying an improvement factor
of 0.9 during demodulation to achieve reliable performance gains. The receiver performs symplectic FET (SFFT) operations in reverse order followed by enhancement
processing to recover transmitted symbaols. Experimental results demonstrate spectral efficiency of 2 300 bits/s/Hz representing 15% improvement over standalone
OTFS, with bit error rate performance of 2X10°4 at 18 dB SNR under 60 km/h mobility conditions at 28 GHe carrier frequency. The architecture exhibits superior
Doppler resilience with only 7.2 dB performance degradation at 800 Hz Doppler shift compared to 25.8 dB for conventional OFDM systems. The invention eliminates
cyclic preﬁx overhead while maintaining delay-Doppler domain advantages, making it suitable for 50G/60 mmWave communications, vehicle-to-everything (W2X), and
high-mability Internet of Things (IoT) applications.
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